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Abstract 

A computer virus is software intentionally written to copy itself without the computer owner’s permission and then 

perform some other action on any system where it resides. Now a days, viruses are being written for almost every 

computing platform Anti-virus protection is, or should be, an integral part of any Information Systems operation, be 

it personal or professional. There are number of computer virus are created and these computer virus are affected in 

day today life. The large number of Anti-virus software available in the market and some are being launched, each 

one of them offers new features for detecting and eradicating viruses and malware. People frequently change their 

Anti-virus software according to their liking and needs without evaluating the performance and capabilities of the 

various Anti-virus software available. This research paper highlights the basix concepts of computer viruses and 

antivirus software. And also describe the details types of computer malware or miclinious code and working of anti-

virus software. 
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Interoduction 

Now a day’s computers are very essential part of 

our life. The uses of computer are increased day 

by day. A computer people can share information 

from one computer to another computer with the 

help of device or media. In the current days there 

are various ways or method for sharing infor-

mation because people can carry several gigabytes 

or terabyte of data from one destination to anoth-

er destination. We also know history and which 

devices are used to exchange information in the 

world. There are several ways a user can go about 

copying data from one computer to another com-

puter. In the process of exchanging the infor-

mation using communication media there will be 

a problem of attack of malware or computer virus. 

[1] A computer virus is a computer program that 

can spread across computers and networks by 

making copies of itself, usually without the user’s 

knowledge. Viruses are capable of displaying dif-

ferent messages, denying all kinds of access, data 

thefts, changes in valuable data or files, deleting 

systems or any files, or it disable hardware. 

Therefore, an early detection and prevention 

mechanism is very important for the security of 

the computer. Anti-virus software is a critical link 

in overall security chain, protecting organization's 

computers from many types of viruses, including 

worms and Trojan horses. Using Anti-virus soft-

ware is a good way to detect viruses and it is ad-

visable to use Anti-virus software on network op-

erating systems and workstations for adequate 

protection. Anti-virus software is specifically writ-

ten to defend a system against the threats that 

malware presents. Anti-virus software may work 

differently and ranges from large security pack-

ages to small programs designed to handle a spe-

cific virus. [2] 

 

The large number of Anti-virus software available 

in the market and some are being launched, each 

one of them offers new features for detecting and 

eradicating viruses and malware. Therefore peo-

ple have a choice of different types of Anti-virus 

i.e. both in the form of freeware software or li-

censed software. People frequently change their 

Anti-virus software according to their liking and 

needs without evaluating the performance and 

capabilities of the various Anti-virus software 

available. Hence there is a need to find concepets 

of computer viruses with detailed types of it be-

cause if you know the exact viruses types then 

you find the exact solution on that computer vi-

rus. [3] 

Computer Virus  

In august 1981, the first IBM personal computer 

was introduced for small group of people. Now to-

day huge numbers of interconnected networks are 

used for communication and exchange infor-

mation around the world. Then internet came and 

its magnitude of places to stuffs, button to click 

and email to send, it began to grow into a danger-
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ous environment for unsuspecting computer us-

ers. Email provided a speedy method for a virus to 

propagate and consume new host [4]. A computer 

virus becomes series problem for people. The re-

searcher is going to write research about these 

problems. First what is a computer virus? [5] 

 

VIRUS stands for-Vital Information Resources 

under Siege. As defined A computer virus is a self-

replicating program containing code that explicit-

ly copies itself and that can ‘infect’ other pro-

grams by modifying them or their environment 

such that a call to an infected program implies a 

call to a possibly evolved copy of the virus. It is a 

set of instructions that manipulate the functions 

of your computer's operating system. 'Virus' is ac-

tually a generic term for software that is harmful 

to your system. They spread via disks, or via a 

network, or via services such as email. Irrespec-

tive of how the virus travels, its purpose is to use 

or damage the resources of your computer. The 

first viruses were spread as part of computer pro-

grams, or by hiding in floppy disks. Most modern 

viruses are spread by Internet services, in partic-

ular email. Malicious software or malware for 

short, are “programs intentionally designed to 

perform some unauthorized - often harmful or 

undesirable act." Malware is a generic term and is 

used to describe many types of malicious software, 

such as viruses and worms. [12] 

 

A typical structure of a computer virus contains 

three subroutines. The first subroutine, infect-

executable, is responsible for finding available ex-

ecutable files and infecting them by copying its 

code into them. The subroutine do-damage, also 

known as the payload of the virus, is the code re-

sponsible for delivering the malicious part of the 

virus. The last subroutine, trigger-pulled checks if 

the desired conditions are met in order to deliver 

its payload. [15] 

Working of Computer Virus 

Computer viruses have a life cycle that starts 

when they're created and ends when they're com-

pletely eradicated. The following diagram points 

are describes in each stage. [10] 

 

 

 

 

 

 

 

 

 

 

 
Figure 1: Life cycle of computer virus 

 Stage I - Creation – The Computer viruses are 

created by misguided individuals who wish to 

cause widespread, random damage to comput-

ers.  

 Stage II -Replication - Computer Viruses rep-

licate by nature means it copies itself from one 

PC to anther PC.  

 Stage III -Activation - Viruses that have 

damage routines will activate when certain con-

ditions are met. Viruses without damage rou-

tines don't activate, instead causing damage by 

stealing storage space.  

 Stage IV -Discovery - This phase doesn't al-

ways come after activation, but it usually does. 

Discovery normally takes place at least a year 

before the virus might have become a threat to 

the computing community.  

 Stages V -Assimilation - At this point, Anti-

virus developers modify their software so that it 

can detect the new virus. This can take any-

where from one day to six months, depending on 

the developer and the virus type.  

 Stage VI -Eradication - If enough users install 

up-to-date virus protection software, any virus 

can be wiped out. Viruses can not disappear 

completely, but some have long ceased to be a 

major threat. 

Classification of Computer Virus 

Now a day’s numbers of computer viruses are cre-

ated. Computer viruses are just a type of mali-

cious software called Malware. Malware are de-

signed to infiltrate damage and/or prevent the 

normal use of a computer system. 

 

They are commonly divided into number of clas-

ses, depending on the way in which it is intro-

duced into the target system and the sort of policy 

breach which it is intended to cause. As it is hard 

to define malware in a proper way, it can also be 

difficult to classify malware into distinct catego-

ries. Malware is constantly evolving and is also 

combining different ideas and techniques. For the 

purpose of this guide, a payload is a collective 

term for the actions that a malware attack per-

forms on the computer once it has been infected. 

 

Typically, each virus will only infect one type of 

target - though some security analysts believe 

that future viruses will be capable of affecting 

more than one type of target. To get an overview 

over the malware-field a classification of the dif-

ferent types of malware would be of great help. 

The malicious code are mainly classified in to five 

main category which are namely as virus, worms, 

Trojan or Trojan horse, Obfuscation Technique 

based virus. Each main category of malicious code  
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is classified in different sub categories which are 

shown in bellow figure. Figure 2 classification of ma-

licious code. [14-16] 

                                                                                           

Figure 2: Classification of malicious code 

 

Main Objective of Anti-Virus 

Anti-virus is a program code which is used to cap-

ture or notify the malicious code and performs 

some certain functions according to the descrip-

tion written by the programmers. The main objec-

tive behind the viral protection programs is to se-

cure the system using these 3 tasks; [1][6]  

 Take preventive measure  

 Detection of the malicious code  

 Eradication  

 

To perform these tasks this Anti-virus software 

uses many resources from the computer system, 

so the ideal situation is to perform the afore-

mentioned tasks without putting extra loads on 

the processing unit modules. 

Working of Anti-Virus Software 

The use of computers and Internet are increasing 

day by day for different purposes with more and 

more users. At the same time these computers 

and networks are facing number of problems 

posed by malicious codes like virus, Trojan, etc. 

 
Figure 3: Prevention from different attack 

 

The problems which are shown in the above figure 

which are Symptoms, Propagation, Trigger Mech-

anism, Payload, Security, operating algorithm. 

These different problems are analyzed by Anti-

virus software programs, which provide solutions 

for prevention and eradication of computer virus-

es. 
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Conclusions 

Now a day’s computers are very essential part of 

our life. In today’s world of extreme competition  

on the business front, information exchange and 

efficient communication is the need of the day. 

The internet is the highway that connects you to 

millions of computer together globally, forming 

networks in which any computer can communi-

cate with any other computer as long as they are 

both connected to internet. This fantastic world of 

computers and their worldwide network has been 

replete with incidences of malicious attacks of a 

virus created by people who get the thrills of spot-

ting loopholes and making an entry into others 

computer systems. 'Virus' is actually a generic 

term for software that is harmful to your system. 

They spread via disks, or via a network, or via 

services such as email. Irrespective of how the vi-

rus travels, its purpose is to use or damage the 

resources of your computer. The history of worst 

computer virus attacks dates back to 1998 and 

since then the world of computers has witnessed 

several computer attacks which were shocking in 

their times. Now (since 2010 onwards) computer 

attacks are not shocking any more, the world of 

computers has learnt to take into its stride com-

puter attacks and has also learnt to deal with 

malware. Viruses are classified as Compiled vi-

rus, Boot Sector Virus, Interpreted Virus, Multi-

partite Virus, and Radio Frequency Identification 

[RFID] Virus. There are different computer vi-

ruses and their variants that are created and they 

find their way into other computers through net-

works and media. But there is some mechanism to 

find particular viruses and their categories.  
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